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So: 126/CV-BKAV17 Ha Noi, ngay 30 thdang 05 nam 2017

Viv: Canh bao ma doc méi EternalRocks
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E Bk/z la i lam viéc trong linh vuc vé an ninh mang tai Viét Nam.

Méy ngay qua xuit hién méd doc méi EternalRocks khai thac cac 16 héng dich vu SMB
dé phat tan trén céc thiét bi Windows. Ma doc nay khong nhidm muc dich téng tién
nhu WannaCry (trong canh bdo trude ciia Bkav) ma am tham nim viing, ¢o6 thé duoc

str dung dé thuc hién cac cude tan cong co chu dich APT.

Sau khi lay nhiém vao mdy tinh, d¢ tranh bj phat hién, EternalRocks tai vé trinh duyét
an danh Tor, sau d6 dung trinh duyét nay két ndi voi may chu diéu khién (C&C
server). Déng thoi, ma doc cling "an minh" 24 gi0 sau moi két ndi 1o may chu diéu
khién va tai vé cac cong cu khai thac 18 hong SMB. Tiép dén, EternalRocks quét trén

mang, tim ra cac mdy tinh c6 16 hong SMB va tu liy nhiém sang.

Vi 52% may tinh tai Viét Nam, tirc la khoang 4 triéu méay chua dugc va céac 16 hong
SMB — cac 16 hong dang bj WannaCry va EternalRocks khai thac dé tin cong, nguy

co mét an ninh 12 rat 6m.
Tham khao thém thoéng tin:

M3 déc mai EternalRocks ¢6 thé lay rong hon WannaCry. nguy co tin cong APT

Bkav xin khuyén céo don vi tai cong cu quét, kiém tra 10 héng tai

Bkav.com.vn/Tool/CheckWanCry.exe va cap nhit ban va theo huéng dan.

Dé phong ngira nguy co ma doc tin cong, nén sao luu dir liéu thuong xuyén, cap nhat
ban véa cho hé¢ diéu hanh. Chi mé cac file van ban nhén tir Internet trong moi truong
céch ly Safe Run va cai phan mém diét virus thuong truc trén may tinh dé dugc bao

vé tur dong.
Trong truong hop cdn su trg gitp, xin lién hé:
B phén an ninh mang — Cong ty C6 phan Bkav

Toa nha Bhav dudne Duone Binh Nohé Vén Haa. Can Gidv HA NA&



Di dong: 0904 768 799 (Nguyén Tuén Anh)
Email: Security@bkav.com
Xin trin trong cim on./.
Noi nhin: CONG TY CO PHAN BKAV

- Nhu kinh gui;
- Luu: VP.
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S0: 120/CV-BKAVI7 Ha Noi, ngay 27 thang 05 nam 2017

Viv: Canh bao ma déc tong tién

Wannacry.

Kinh giri: S6 Thong tin va Truyén thong tinh DPong Nai
Bkav la don vi lam viéc trong linh vuc vé an ninh mang tai Viét Nam.

May ngay qua mi doc ma hoa dir liéu tong tién WannaCry dang phat tan manh mé trén
thé gioi. Tai Viét Nam, thong ké tir Hé théng giam sat virus cua Bkav cho thdy da c6
hon 1.900 may tinh bi ldy nhiém ma doc. Trong dé, khoang 1.600 may tinh dugc ghi
nhan tai 243 co quan, doanh nghiép va khoang 300 may tinh 1a cua ngudi sir dung ca
nhan.

WannaCry tan cong vao may nan nhan qua file dinh kém email hodc link déc hai. nhu
céc dong ransomware khéc. Tuy nhién, ma déc nay duoce bd sung kha nang lay nhiém
trén cdc mdy tinh ngang hang. Cu thé, WannaCry sé& quét toan by cac may tinh trong
ctng mang dé tim kiém thiét bi chira 15 héng EternalBlue cua dich vu SMB (trén hé
diéu hanh Windows). Tir d6, ma dgc co thé lay lan vao cac may ¢6 16 héng ma khong
can nguoi dung phai thao tac truc tiép véi file dinh kém hay link doc hai.

Tham khao thém théng tin:

Hon 1.900 may tinh lay nhiém WannaCry tai Viét Nam

52% may tinh tai Viét Nam c¢6 thé bi tin cong boi WannaCry

Bkav phat hanh cong cu mién phi kiém tra WannaCry
Da ghi nhan cac trudong hop nhiém WannaCry tai Viét Nam

Bkav xin khuyén cdo don vi tai cong cu quét, kiém tra 16 héng tai

Bkav.com.vn/Tool/CheckWanCry.exe va cép nhat ban véa theo hudng dan.
Dé phong ngira nguy co ma doc tin cong, nén sao luu dir lidu thudng xuyén, cap nhat
ban va cho hé diéu hanh. Chi mé céc file vin ban nhén tir Internet trong moi trudng
cach ly Safe Run va cai phan mém diét virus thuong truc trén may tinh dé duoc bao vé
tu dong.
Trong truong hop can su trg gitp. xin lién hé:

B phén an ninh mang — Cong ty C6 phin Bkav

Toa nha Bkav. dudne Duone Dinh Nohé Yén Hoa Caun Gidv Ha Nai



Di dong: 0904 768 799 — Nguyén Tuin Anh
Email: Security@bkav.com

Xin trin trong cam on!

Noi nhin: CONG TY CO PHAN BKAV

- Nhu kinh giri;
- Luu: VP.




